SICOM3000 Presentation

8+2G Port Gigabit Managed
Industrial Ethernet Switch




SICOMS3000

-Power input:

24VDC (186VDC),

48VDC (362VDC),

o dual redundant power inputs;
110VAC/110VDC (8%5VAC/66154VDC),
220VAC/220VDC(13D0VAC/176100VDC)
.single power input

LED Power Sypplies

@
LED Working Status

: N —=o Console Port
Optional Dual Gigabit Fiber Ports

U Pluggable optic SFP
U LC or SC connector
U Distance up to 80km

Dual 100BaseFX Ports

U 100FX Single Mode

U 100FX Multi Mode

U LC/ST/SC Connector

Or Dual 10/100BaseTX Ports

®
CasingRibbed aluminum cag€anlesy

Protection classIP40

Installation: DINRail or wall mounting
Operating Temperature-40 to 8 C
Humidity: 0-95% (non condensing)

Up to 8 10/100Basd X Ports

—
L e e e e e e e




KOXylandOperating System) Features

A Quality of Service (IEEE 802.1p)

A VLAN (IEEE 802.1Q)

A Link Aggregation (802.3ad)

A IGMP Snooping

A SNMP (Simple Network Management Protocol)
A SCADA and Industrial Automation

A Broadcast Storm Filtering

A Loss of Link Management

A Port Mirroring

A Port Configuration and Status

A Event Logging and Alarms

A HTML Web Browser and Telnet User Interfaces
A Configuration via ASCII Text File

A Command Line Interface (CLI)




Cyber Security

Passwords Multi-level user passwords secures switch agains
unauthorized configuration

SSH SSL- Extends capability of password protection to add
128bit encryption of passwords and data as they cross the
network

Enable/DisablePorts- Capability to disable ports so that
traffic can not pass

802.1QVLAN- Provides the ability to logically segregate traffic
between predefined ports on switches

MACBased Port SecurityThe ability to secure ports on a
switch so only specific Devices / MAC addresses can
communicate via that port

SNMPvV3 encrypted authentication access security and data
encryption (CBOES with 5®it encryption key)




EMI & Environmental Approvals

A 1EC6100@1-2 (ESDX 8KV contact discharge, 15KV air
discharge

A 1IEC6100&-3 (RS): 10V/M (80000MHz)

A 1EC6100@1-4 (EFT)e 4KV power lineg 2KV data line

A 1EC610081-5 (Surge): power line 4KV CMk 2KV DM,
data linea 2KV

A 1EC6100@-6 (CS): 3V (10KHBOKHZ), 10V (150KHz
80MH2z)

A 1EC610081-8 (Power frequency magnetic field): 100A/m
cont. 1000A/m, 1s to 3s

A 1EC6100@-12/18 (Damped oscillatory wave): 2.5KV CM,
1KV DM

A 1EC610081-10 (Damped oscillatory): 30A/m

A 1EC6100@-16 (Common mode conduct): 30V cont. 300V,
1s

A FCC CFR47 Part 15/EN55022: Class A&B

A 1EC6100®-2 (Industrial Standards), IEC61850
3(Substations), IEEE1613 (Electric Power Substations),

EN50155, EN50124 (Railway Applications)




Redundant Software Supported

'Web Management System i About Help Exit

Arwo firmware are

e e > supported, one is
active while the
other is inactive.

Arhis redundant
firmware design
offers high reliability
and enable easy
software upgrades.

Kyland Technology Co., LTD. All Rights Reserved




SNTP

»»»»» e port wiorg IS [

---- “a/Port Trunk

¥/ Link Check I
----- ¥, Static FDB Multicast | 16-16284S
=@ GMRP = =

% GMRP Configurati -
% GMRP Agent Set 0 o
“-%4 GMRP List |

""" “4/IGMP Snooping

---- Y4 PTP Configuration
“d_, ACL

= Advanced Configuratio

0000.00.00 00:00:00
2000.02.17 22:48:35

[—H -

''''' “4 RSTP Transparent Tt
---- “4 Qos Configuration
---- Y4/ MAC Aging Time
%5 LLDP Show

=@ Alarm

. %y Alarm Show

“ ~'SI\"I"I"P(SimpIeNetwork Time Protocol), an effective way
to provide time synchronizationwith a precisionof 1 to
— 950ms
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SNMPv3

..... %|MAC Aging Time =]
----- %4 LLDP Show

=@ Alarm

----- “uAlarm Show USER TABLE

..... Yy Alarm Setting T T———
=@ SNMP

----- %4 SNMP

----- “4/V3 User Table

----- “a/V3 Access Table
~%4/V3 Context Table
vvvvv “4/V3 Group Table
=@ RMON

----- “4 RMON Statistics
%4 RMON History
%4 RMON Alarm

¥4 RMON Event
= Log List

~“a/Enable Log

vvvvv “s/RunLog

vvvvv “4/RunlogUploaded
=@ Unicast Configuratio
----- 4 Static Unicast Col
<<<<< “4/Dynamic Unicast |
=@ SSH

%4/ SSH Server Confis

..... 'u SSH User Manage
| e | : -'J-J

<~ SNMPV3
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SSH/SSL

%5 SNMP A . SSH Server Configure
~%4/V3 User Table
----- ¥4 V3 Access Table
----- “4/V3 Context Table
----- “4/V3 Group Table

I

----- “4/RMON Statistics 7 (1-10)
%4 RMON History

~~~~~ “4/RMON Alarm

~~~~~ “4/RMON Event
= Log List

~¥y Enable Log

..... “4 RunLog

-4 RunlogUploaded
= Unicast Configuratio
%4 Static Unicast Col
----- “a Dynamic Unicast |
= SSH

""" “4/SSH Server Confii
%4 SSH User Managg
---- 4/ SSH Key Configur
= Device Management

~+¥y Reboot

(60-300)s
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DT-RINg

Recovery time<50ms

Master

Redundant
Managed Switch

nvLAN

server

DT-Ring/DFRing+/RSTP

100M/1G FIBER REDUNDANT RING NETWORK

Hot sfandby link




DTRing+
Tangent Ring

Master Master

Redundant Redundant
Managed Switch - Managed Switch

DT-Ring+

100M/1G FIBER' REDUNDANT RING 100M/1G FIBER REDUNDANT RING




Comparision of STP, RSTFR&TP, DRing and DIRing+ with Proprietary Solutions

Protocol Vendor Can beusedin MaxBridge Topology  Single ring link failover time (for different
multi-vendor Diameter number of switches)
environment
10 15 20

STP IEEE Standard Yes 40 Any >30s

RSTP(802.1w IEEE Standard Yes 40 Any SeveraBeconds

HIPERRINg Hirschmann No Virtually Ring 200-500ms, independent of number of

Unlimited switches
Turbo Ring Moxa No Virtually Ring <200ms <250ms <300ms
Unlimited

SRing GarrettCom No N/A Ring <250ms

RSRing GarrettCom No N/A Ring <100ms

RapidRingu Contemporary No 50 Ring <300ms

Controls

RSTP(802.1D IEEE Standard Yes 40 Any <50ms <75ms <100ms

2004)

eRSTH RuggedCom  Yes 160 Any <50ms <75ms <100ms

K-RSTP Kyland Yes 38 Any <60ms <150ms <300ms

DT-Ring Kyland No Virtually Ring <35ms <40ms <50ms
T Unlimited
_"?"“-\_-..__\_\___‘_

DT-Ring+ Kyland No Virtually Ring <40ms <45ms <50ms
— Unlimited ﬂ
e CLT - — i




PowerfulKyvisionManagement Software
Customized Design on Demand

System  Cordgurstion  Alarm  Securty Window  Help $ o KYLaAanD
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IPVO

HerewithKylanddeclares that our
full SICOM series will be compliant
| with IPv6 within the year of 2010.

R A i e G Before our SICOM series fully
A A supports IPveKylandis available

updated wversion for all the orders requesting for IPv6

compliance. And while firmware supporting IPv6 is ready, to Oﬁer a hardware updated
P e version for all the orders
requesting for IPv6 compliance.

And while firmware supporting

Statement of Compliance

Zhang Hongyan

e IPv6 is ready, customers only need
Manafer o proauct Department to update the software of SICOM
devices to support IPv6 without
replacing hardware.

Kyland Technology Co.,/Ltd.




KEMA: IEC61850, IEEE1613

KylandSICOM3000 series,
SICOM3024P series and other
SICOM series are using the same
switching chip solution and CPU
management system design. All the
technical features associated with
IEC61850 standard such as the
features for harsh environments,
features for electro magnetic
compatibility, and features for
communication are all the same.




