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Chaptet Service Functions

Chapter 1 Service Functions

The SICOM series layer 2 industrial Ethernet switches con&i@©M300Q SICOM3000BA,
SICOM3004 SICOM3005 SICOM3006 SICOM3008) SICOM3016 SICOM3024
SICOM3024P SICOM3024SM SICOM400Q SICOMB8000 etc, which have the following
common service functions:

1. LED Indicator

The LEDs (front panel) indicate the port status correctly including transmission rate, link status
and system status.

2. Layer-2 Switching

Switches work in two ways: Cithrough and StorandForward. In Cu{Through, a data packet

is immediately relayedufther after detecting the target address; in SaodbForward, a data
packet is first reath completely and checked for errors before the switch relays the same.
SICOM seriesemploy StoreandForward that is a switching mode widely used.

3.VLAN

VLAN will divide one network into multiple logical subnets. Data packets cannot be transmitted
between different VLANSs so as to control the broadcast domain and segment flow and improve
the reliability, security and manageability. IEEE802.1q VLAN isgupporté. It can be divided

into up to 4094 VLANSs based on ports. The VLAN division can be realized via WEBNsole.
Transparent transmission is supported for VLAN tag frames.

4.QoS

IEEE 802.1p is the most popular priority solution in the LAN environn@ft.1p, IP TOS and

DSCP are all supported by SICOM series. In the case that none of the three priority solutions is
supported by the terminal devices and different priorities needs to be assigned to different ports,
QoS can be applied to configure the ptiprbased on port. This function is effective on the
received packets without priority fieldEach port of the SICOM series supports 4 priority queues
with ID number of 0, 1, 2, and 3, which has the prioritiesoafest>low->high->highest.QoS

can be redted by configuring schedule and polidyhere are threschedule policies supported

by Kyland: port priority based, 802.1p based and IP TOS/DIFF based. These three policies are
available for the different ports of the deviteg mutually exclusive for anport.

5. Port Trunking
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Chaptet Service Functions

For SICOM seriesmultiple physical ports can be aggregated into one logic port, which has the
same rate, duplex and VLAN ID. Pdrunking can be configured in one single swijttfe trunk
group quantity differs according to different chipsd normallyit is 2 or 4. Max 4 ports can be
configured for each trunk group. This can reduce network traffic.

6. Port Mirroring

The data of one port can be mapped to another port for toseealtime monitor the
communication.

7. Configure Port Working Modes

SICOM seriesis able to configure the working mode of all ports through manageasmptive,
10M/half-duplex, 100M/hakduplex, 10M/fultduplex, 100M/fultduplex and flow control etc

8. Configure Port Traffic Flow

You can configure the TX and RX rate of all ports via the management software of SE2OM
For port of 100Mbps, it can be set as 128R56Ka 512Ka 1Ma 2Ma 10Ma 50Ma 100M. For
Gigabit port, it can be set as 10aM00Ma 1000M.

For SICOM series, the port rate, port service, and broadcast of all ports can be controlled via the
managementthey are all actually rate limitation of traffic floda x 26 portso r at
restricted simultaneouslgndthe range of limited rate is from mé¥#Kbps to max 100000Kbps

for 100Mbps port and 1000000Kbps for 1000Mbps port.

There are two groups for the rate limitation: groupl and group2, groupl is used to limit the rate
especiallyfor the servicdrames (lefaults: unicast and multicast), and group?2 is used to for other
frames (lefaults: broadcast, reserved multicast, unknown unicast and unknown multicast).
Separate limitation is supported for service frames and bastidg frames, which are limited in
whole. The transmitted frames can also be limited in whole.

9. Static Multicast

It is more simple, reliable, less delayed, and no need for protocol to add the static multicast table,
compared with dynamic multicast. The multicasting frames can be forwaydeohkiguring the

static multicast forwarding table. The user can manually configure the multicast as needed. The
static multicast can not be used together with IGMP simultaneously.

10. IGMP Snooping

IGMP Snooping (Internet Group Multicast Protocol Snogpiis employed to effectively restrict
the spread of multicast data in layer 2 netwdukd it is mainly used for layer 2 devices with the
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Chaptet Service Functions

purpose of monitoring and analyzing IGMP messagddge mapping relation is established
between port and multicast MA@nd based on this relation, the multicast data are forwarded.
When the multicast data are received, the switch will know which port should receansivirey
multicast data and which port the data should be forwarded to.

11.DT-Ring

DT-Ring is the prprietary communication protocol of Kyland. Via ring port status detection and
less protocol messages, IRIng decides on the ring and port status to ensure a redundant ring
network but no loop. This protocol can realize the fast and reliable Ethernetaadyrso as to
better meet the requirements of the industrial communication.

12. DT-Ring+

DT-Ring+ is the proprietary communication protocol of Kyland. This protocol realizes the
redundancy and backup for two rings and meets higher requirements for unsriahd
communications.

13.RSTP

RSTP and STP offer network redundancy protection for the switch network. RSTP can realize all
the functions of STP, and additionally reduce the delay from block to forward, reconfiguring the
network ASAP

14.ACL

ACL (Access Control Lists) is a data packets filtering mechanism to permit or deny specified data
packets into/out of the network, by which the switch can control the network access and ensure
the network securitgffectively. Based orspecifiedmessageshe user can set up a group of rules,
which describe how to handle the appropriate packets: permit or deny. The user can apply the
rules to the port ingess or egress, in this way, the traffic flow mustbsmittedout of or into

the switch according ttihe ACL rules.

15.Alarm

Alarm is significant when it is used for ret@ine transmission of device alarm output. This
function contains port alarm and ring alarm. Through management software, all the alarm
functions can be set as enabled or disabled. TEmmanformation is available from management

interface
16.SNMP

SNMP (Simple Network Management Protoco) offers frame structure for low level
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Chaptet Service Functions

network management. SNMP protocol is used so widely that many kinds of networking devices,
software and systermmploy it. It is easy to realize, open and free, and can be used to control
various devices

17.RMON

RMON is a standard monitoring regulation to exchange the network monitoring data between
network monitor and console system. It offers more selectioneéiwvork operator to use the
suitable console and network monitor for special requirements. It is also the expansion to SNMP
functions and is especially useful for monitoring and managing LAN. The purpose of developing
RMON is to provide statistic result agiformation flow and analyze network parameters so as to
work out a comprehensive diagnoses, plan and regulation.

With  RMON function, the user can operate among multiple manufacturers for SNMP
management and monitoring atandardtfor a g¢dapcf MIB tomo r e,
collect the network statistics which is unavailable via SNMP. RMON realizes previous network
diagnoses by using powerful alarm group, it allows that a domain value is set for critical
parameters so as to automatically senchakignal to manager control center.
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Chapter 2 WEB Management Software

2.1 Device Management

Log in to Web Interface

Connecting the switch with a computenterthe IP addreskke fi192.168.0.2
a window will appear as Figui21,the default user name and passwordfiackmird andil230.

Cl

12

i ck

fi O Kinto the onaireimedrface

% EEeEL Muib 192 188 0 2) EREER.
VEREA. SICOM EREEFIAA P B .

AP&Za  |adnin

THRE)  [oo
R SRR ©

HRiH

Figure2-1 Login

n

t he
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ChapteR WEB Management Software

The main page is as Figuze?

At the left of the page is the management tree menu including device state, basic configuration,
advanced configuration, device managemeanesall changes. Restore default settings and so
on. , each menu may include some submenu.

Thereare two function buttons: collapse and expand
Click on the expand button to display the main menu and alirgrius.

Click on the collapse button to displayain menu and collapse all the suenus.

b Managemant System Y Aboul Help Exit -

< The 2ystem comes with high-powered COU processor
i+ Liay-2 Swilehing of bigh performante

< Sacurity d2sign al Mg kvel ofindustry

<+ Offer weriy-four FE peets ane four GE ports

< Support VLAN

“* IGNP Snoepirg

< Port Mirroring

i Port Trunik

¥ port rate cordrol

~ DT-Ring » OT-Rings » RETP redundancy pretect mechanism
I Used widely  various industry fiekds

Kyand Tachnology Go. LTD. A

@ Internet

Figure2-2 Main Interface
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ChapteR WEB Management Software

2.2 Device Status Display

The menu of device status includes three submenus: Basic Information;aRasPsirt Traffic
Flow.

2.2.1 Basic Info rmation

Click ABasic infod and en 28 which tisplays MACeaddfessc e a s
IP address, software version.etc

MAC Address 00-1E-CD-17-C0-0F
Y SIMOTOI0016

IP Adelress 192.168.0.2
Subnet Mask 255.295.255.0

Gateway 192.168.0.1
Device Name KYLAND
Device Madel SICOM_12M_ST_12T

Software Version 102 V1.3.8 (2000-4-6 13:19)

Figure2-3 Basic Info
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2.2.2 Port Status

Click fu®oratndSteant er t he Rd,gvhichaisplays thedlwstatejport Fi gur

speed, full/half duplex and flow control state etc.

- Port Statistics
FE1 Enable | Down o o o 0 0 o
FE2 Enable | Down o o o 0 0 o
FE2 Enable | Down a a a 0 0 a
FE4 Enable | Down a a a 0 0 a
FES Enable | Down a a a 0 0 a
FEG Enzable | Down a a a 0 0 a
FET Enzable | Down a a a 0 0 a
FES Enable | Down a a a 0 0 a
FE9 Enable | Down a a a 0 0 a
FE10 | Enahle | Down a a a 0 0 a
FE11 | Enahle | Down a a a 0 0 a
FE12 | Enahle | Down a a a o o a
FE13 | Enahle Up 1643697 3565 394500 2624 o a
FE14 | Enahle | Down a a a o o a
FE15 | Enahle | Down a a a o o a
FE16 | Enahle | Down a a a o o a
FE17 | Enable | Down ] ] ] 0 0 ]
FE18 | Enable | Down ] ] ] 0 0 ]
FE18 | Enable | Down ] ] ] 0 0 ]
FE20 | Enable | Down ] ] ] 0 0 ]
FE21 | Enable | Down ] ] ] 0 0 ]
FE22 | Enable | Down ] ] ] 0 0 ]
FE23 | Enable | Down ] ] ] 0 0 ]
FE24 | Enable | Down ] ] ] 0 0 ]
GE1 Enahble | Down a a a 0 0 a
GE2 | Enable | Down a a a 0 0 a
GE3 | Enable | Down a a a 0 0 a
GE4 | Enable | Down a a a 0 0 a

Figure2-4 Port Stais
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ChapteR WEB Management Software

2.2.3 Port Statistics

Cl

c k Stdtiflicer tand enter the p2aSgwhichaisplaystthe pont floivn

statistics of each port.

16

Help Exit =

Management System

- Port Statistics
FE1 Enable | Down o o o 0 0 o
FE2 Enable | Down o o o 0 0 o
FE2 Enable | Down a a a 0 0 a
FE4 Enable | Down a a a 0 0 a
FES Enable | Down a a a 0 0 a
FEG Enzable | Down a a a 0 0 a
FET Enzable | Down a a a 0 0 a
FES Enable | Down a a a 0 0 a
FE9 Enable | Down a a a 0 0 a
FE10 | Enahle | Down a a a 0 0 a
FE11 | Enahle | Down a a a 0 0 a
FE12 | Enahle | Down a a a o o a
FE13 | Enahle Up 1643697 3565 394500 2624 o a
FE14 | Enahle | Down a a a o o a
FE15 | Enahle | Down a a a o o a
FE16 | Enahle | Down a a a o o a
FE17 | Enable | Down ] ] ] 0 0 ]
FE18 | Enable | Down ] ] ] 0 0 ]
FE18 | Enable | Down ] ] ] 0 0 ]
FE20 | Enable | Down ] ] ] 0 0 ]
FE21 | Enable | Down ] ] ] 0 0 ]
FE22 | Enable | Down ] ] ] 0 0 ]
FE23 | Enable | Down ] ] ] 0 0 ]
FE24 | Enable | Down ] ] ] 0 0 ]
GE1 Enahble | Down a a a 0 0 a
GE2 | Enable | Down a a a 0 0 a
GE3 | Enable | Down a a a 0 0 a
GE4 | Enable | Down a a a 0 0 a

Figure2-5 PortStatistics
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ChapteR WEB Management Software

2.2.4 Device Operating Information

Click fnDevice Operating | nf eérwmmehtdisppapscthe dewiced en't

operating time, CPU, device temperature and system time etc.

DeviceRunlnfo
Device Run Time: ODays OH 35M: 105
CPUUSE: 0% (short-term), 2%0ang-termy
Device temperature: +57C
Device Time: 2000.01.29 23:26:11  Monday

.10 All Rights.

Figure26 Device Operatingnformation

I n the menu of #ADeviceo, there are functions
password, query software version and upgrade software etc.
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2.3 Basic Configurations

I n
port,

t he

to

menu of fiDevi ceo, Ptaddress,alevideasie inforonatient i on s

change password, query software version and upgrade softvsate
uploading/downloadingtc

2.3.1 Configuring IP Address

Cl

c k

the Al P addresso i n t he27),eherethemercan and

modi fy

I P address, subnet mask and gateway

modification take effecthe device needs to be reset

18

S —— it About Help Exil |

S IP Address

00-1E-CO-17-CO0-0F
[182. 168. 0.2

255, 255. 255. 0

192. 166. 0. 1

Figure2-7 Configuring IP Address

WEB Management User Manual for SICOM L2 Industrial Ethernet Switches



ChapteR WEB Management Software

2.3.2 Configuring Device Info

Click t hrdoofi Dav i & endlemdr the page (as Fig@r8), enter the project name,
device name, systemtineen d cl|l i ck AApplyodo button.

PY About Help Exit

e ] |
FrLam | |

year morth day

LT | howr | | minute | | second |

Figure2-8 Device Info
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2.3.3 Configuring Port

Cl i c kPort Coriguration
can configure portadministration statugenable/disable), operation status(enable/disable),
autonegotiation (enable/disable), port speed (10/100M), duplex (full/half), flow control

n

t he

(open/close)reset (reset/no reset) Af t er

eft

c on fA pgpul ryadt i todke,afiectd Eorcikt

menu

FX port, the autanegotiation islisabled;port is forced to be 100M and frtduplex.

20

/eb Management System

Configure Port

th¥ About Help Exit

WEB Management User Manual for SICOM L2 Industrial Ethernet Switches

0, LTD. All Rights

FE1 Enzble v Enable OFf v Horeset v
FE2 Enable Enable OFf Horeset v
FE3 Enable v Enable OFf Horeset v
FE4 Enable v Enable OFf Horeset v
FES Enable + Enable Enable OFf v Horeset
FEB Enable + Enable Enable OFff v Horeset v
FET Enable + Enable Enable OFff v Horeset v
FES Enable + Enable Enable OFff v Horeset v
FEQ Enable + Enable OFf Horeset v
FE1D Enable + Enable OFf Horeset v
FEN1 Enable + Enable OFf w Horeset v
FE12 Enable =+ Enable OFf Horeset v
FE13 Enable =+ Enable Enable OFf Horeset v
FE14 Enable + Enable Enable Off w Horeset v
FE15 Enable ~ Enable v Enable v OFf v Horeset v
FE16 Enable Enable v Enable v OFf v Horeset v
FE17 Enable Enable v OFf v Horeset v
FE18 Enable Enable v OFf v Horeset v
FE19 Enable Enable v OFf v Horeset v
FE20 Enzble Enable v OFf v Horeset v
FEZ1 Enable Enable v Enable v OFf v Horeset v
FEZ2 Enable Enable v Enable v OFf v Horeset v
FEZ3 Enable Enable v Enable v OFf v Horeset v
FE24 Enable Enable ~ Enable « Off w Noreset »
GE1 Enable Enable Disable w 10000 Off w No. t v
GEZ Enable Enable Disable » 10000 Off w No.

GEZ Enable Enable Disable » 10000 Off w No.

GE+ Enzble v Enable Disable ~ | | | 10000 OFf Horeset v

Apply Help

Figure2-9 PortConfigurations
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ChapteR WEB Management Software

2.3.4 Change Password

Click the AChange Passwordo in t B0 énerfold menu
password and new password, click AApplyo to t

PY About Help Exit

Apply Help

Kyland Technolady Co., LTD. Al Rights Reserved

Figure2-10 Changehe password
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2.3.5 Software Version

Click the fASoftware Versiono i n2l1f)hwvdichldispfags me nu
two versions: one istartup and another is not closed. This function is for the purpose of
upgrading software.

[Web Management System BY About Help Exit M

- Software Version

w1.0.0 200%-4-17 10:02 Tnactive w

1
IEN ¥1.38 | 2008-4-8 13:18 | [active ] |

Apply Help

Figure2-11 SoftwareVersion
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ChapteR WEB Management Software

2.3.6 Software Update

Click theUpdat®o fitnwarhee | eft menu ahld). Ferrdétaled t he
upgrading inguctions, please refer to the Appendix D.

Enter the main WEB pagandc | i ck #Aupgrading barodo of basic c
enter into the upgrading page as shown in the following Figure:

HYVTANDT  s1c0M3024 Web Management Syst i About Help Esit

IP Address =

Device Mame

Configure Por

Change Pass:

Software Vers

Software Upd

Faile Down/Up
=@ advanced Config

Port Rate

WLan

Port Mirraring

Port Trunk

FOB IGMP

IGMP Snoopin

aCL

Alarm

SHMP

RSTP

DT-RIMG

QOS Configur

Other Configu
= Device Manager

Reboot

Logout

Save Configurati
Load Default |

~*“ Software Update

Kyland Tech 0., LTD. &l Right:

Figure2-12 SoftwareUpdate

SetlIP address, username password and software name of t hi
and record upgraded software The FTP address must be in the same network segment with the
switch IP address.

Wait for upgrading and see the successful message.

Click ASof bwame nMerigiadn on bar, set the softw
AOKoas s hown2-11 of software vefsiong u r e

Click fAireseto in the navigation bar and click

Wait for 30 seconds to start wup neltmwfook, mameac
software version to confirm if it is upgraded successfully.
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ChapteR WEB Management Software

7T AND  sicoms3n24web Management System ¥ About Help Exit

Dewice Name

Configure Por

Change Pass:

Software Ver:

Software Upd

Faile Down/Us
& Advanced Canfig

Port Rate

WLAN

Port Mirroring

Port Trunk

FDB IGMP

IGMP Snoopin

ACL

Alarm

SNMP

RSTP

DT-RING

QOs Configur

Other Configl

=g Device Managem
Rebfat
Logout

Save Configurati

1P Address j

“*~ Reboot

Load Defautt -

24

Figure2-12-2 Reset
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2.3.7 Upload & Download Configuration

Click andselectt he #AUpl oad & Downloado in the2l3ft me
and 214), where enter theesver IP address and the uploaded/downloaded file name, username,
password,, click AApplyo to finish. Please re

* Upload & Download Configuration

Upload £ile v

Apply Help

T
Figure 213 Upload
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26

f'eb Management System ¥ About Help Exit !

“ Upload & Download Configuration

Figure 214 Download
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2.4 Advanced Configurations

The advanced configurations ¢aims port rate, VLAN, port mirroring, port trunk, link check,

static multicast, IGMPsnooping ACL, ARP, SNMP, RSTP, RSTP transparent transmission,

DT-Ring, log query(only for SICOM3024P,

Q&, MAC aging time, alarm, RMON,
SICOM3024PT), unicast query andrdiguration etc.

2.4.1 Port Rate

C

unicast and unknown multicast for broadcast packets) frometteicted packets table.

c k tRa®
(defaults are: unicast and multicast for service packetadcastreserved multicast, unknown

fi o rtth e

| ef t

me nu

a B-1b), select packet tyde e

From

pac

this page, the user can configure the service restriction, broadcast restriction and transmission rate

for each port. The restrictio range is 64K~ 100000Kbps for fast Ethernet port and
64K~1000000Kbps for Gigabit port. When it is O, the restriction is disabled. After all settings are
ck

f

27

n

shed,

[Web Management System

~“* Port Rate

c |

o

n the

AAppl yo

P About Help
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The restricted speed is disabled when it is restricted to zero.
define packet type for rate control

Unicast packet type, address added by static or learned in switch

BE

Multicast packet type, address added by static or learned by igmp snooping.

Mac contral frame, Trorn 0x01 80c2000000~0x0180c200000f,

Bro:

adcast address.

Multisast packet, address not added by static and not leamed by igmp
Enooping

Unicast packettype, address not added by static and not leamed in switch

E & EEE

Invalid $0Urce address in packet

FE1 o Kbps 0 Khps 0 Khps
FEZ e Khps 0 Kbps 0 Kbps
FE3 o Kbps 0 Khps 0 Kbps
FE4 ¢ Kbps 0 Kbps 0 Khps
FES o Kbps 0 Khps 0 Kbps
FER o Kbps 0 Kbps 0 Kbps
FET o Kbps 0 Kbps 0 Kbps
FES 0 Kbps 0 Kbps 0 Khps
FES e Khps 0 Kbps 0 Kbps
FE10 a Kbps 0 Kbps 0 Kbps
FE11 [ Khps [ Khps 0 Khps
FE12 a Kbps 0 Kbps 0 Kbps
FE13 [ Khps [ Kbps 0 Kbps
FET4 0 Kops 0 Kbps 0 Khps
FE15 a Kbps 0 Kbps 0 Kbps
FE16 ] Kbps g Kbps 0 Kbps
FE1T o Kbps 0 Khps 0 Khps
FE18 ] Khps [ Khps 0 Khps

Figure2-15 PortRate

button.
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2.4.2VLAN

Cl i c kConfigueeVIEANO i n the | eft me nu Zlo)dndeeldcte r  t h
transparent enable or disable for & AN mod e, click AAddO to ent e
2-17. Enter VLAN name, ID(VLANL is the default), select VLAN member, tag or urgad

cick AAppl yodo to f i nlnthéd case ohWntaggedr the user rcan configure the
priorities from O to 7 for port, and in the case of tagged, the user can set PVLAN enable/disable

for the port. The operation can be done according to the instructions.

A Not e: in the def aujtheraage aftDang.isWdmRM 4098 i s A10
Instructions:

All the ports of uplink domain must tzlded to the shared domain VLAN in untagged mode;

All the ports of isolated domain must be added to the shared domain VLAN in tagged mode;

All the ports of isolated domain must be added to the isolated domain VLAN in untagged mode;

All the ports of uplinkdomain must be added to the isolated domain VLAN in the tagged mode;

Add all uplink port domain and isolated domain VLAN to the PVLAN.
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leb Management System B % About Help Exit .

Configure VLAN

e O [Honnero Srop ] UneaugedportvLANList

] default—1

Apply Help

PYLAN can implement the insulation of complicated port based trafiics and realize the
network security, broadcast domain separating, and netwark optimization. FVLAN divides
Pors into uplink ports and downlink ports logically. Through setings, downlink parts can
be deployed into different separated domains, traffics can be transmitted through uplink
ports, and communication is not available hetween difierent separated domains

canfiguration instructions :
~I~ All parts in uplink damain should be added to shared domain YLAN using Untag.

«i» All parts in downlink separated domain should be added to shared domain VLAN using
Tag

+4+ Al parts in downlink separated domain should he added to separated domain YLAN
using Untag

«4+ Al parts in uplink damain should be added to separated domain VLAN using Tag

«i» Add all uplink domain VLANS and separated domain YLANS to PVLAN.

Figure2-16 Add VLAN

EX: define FE1/FE2 as uplink ports, FE3/FE4 and FE5/FES6 as isolated ports.

The uplink ports FE1/FE2 can set into shared domain, FE3/FE4 and FE5/FE6 can be set into
different isolated domains; Add all uplimort domain VLAN and isolated VLAN to the PVLAN.
FE3/FE4 and FES5/FE6 can communicate with FE1/FE2. FE3/F4 can not communicate with
FES5/FES6.
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VLAN1
Shared Domain

VLAN2
Isolated Domain

VLAN3
Isolated Domain

jeb Management System @ oot Help Ext BB

“% AddVLAN

o

FE

Untagged

FE

Untagzged

FE3 |Tagged Enable

FE5 | Tagged Enable

v
v
v

FE4 |Tagged v Enable
v
v

S|

FEG | Tagged Enable

e — v

[ E—— -

FEQ [——

FE10[-——

FEN1 | ——

FE12 |-

FE13 [--—-

i —

FE15|-——

FE1G [--—-

i —

FE18 |-

FE19 [--—-

FE20 |-

i —

FE22 | ——

2 —

FE24 | =

(a) Configure VLAN of shared domaifiFE1/FE2)
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(b) Configure VLAN of isolated domaifi-E3/FE4)

(c) Configure VLAN of isolated domain (FE5 /FE6)
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