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Chapter 1 : Service Functions  

The main service functions of SICOM3170 Industrial Ethernet Switch are as follows:  

1. LED Indicator  

The LEDs in the front panel of SICOM3170 indicate the port status including transmitting 

rate, link status and system status.  

2. Layer-2 Switching  

The two commonly used switching technologies: Cut-Through and Store-and-Forward. In 

Cut-Through, as soon as the switch receive a frame header, it is immediately forwarded 

without any error checking and processing; in Store-and-Forward, after receiving and 

storing the complete frame, error checking is conducted before forwarding. 

Store-and-forward is most widely used switching technology and it is also adopted by 

SICOM3170.  

3. VLAN 

VLAN can divide a network into multiple logical subnets. Data packets cannot be 

transmitted between different VLANs so as to control the broadcast domain and segment 

flow and improve the reliability, security and manageability. (Attention: certain 

configuration data packets can be transmitted between VLANs.) SICOM3170 series 

supports IEEE802.1q VLAN tag. It can be divided into up to 4094 VLANs based on ports. 

The VLAN division can be realized via WEB or Console. VLAN Tag packets is transmitted 

transparently. 

4. PVLAN 

PVLAN (Private VLAN) supports complex port services isolation to achieve network 

security, broadcast domain isolation and network optimization functions. PVLAN 

logically divide ports into uplinked and down linked ports. Down linked ports can be 

configured to different isolation domains and communicate with uplinked ports at the 

same time. The different  isolation domains couldnȭt do inter -communication. 

5. QoS Function  

IEEE 802.1p is the most widely used priority solution in the LAN environment. 



SICOM3170 series supports 802.1p standard, as well as DSCP priority. When the 

terminal connected to SICOM3170 ÄÏÅÓÎȭÔ ÓÕÐÐÏÒÔ ÔÈÅÓÅ Ôwo priorities and user wants 

to set different priorities to services in different ports, this function can be used to do 

port -based priority configuration. This configuration only affects the data packets 

without priorities in t he ports. Each port of SICOM3170 supports 4-level priority 

queues with ID number of 0, 1, 2, and 3, which has the priorities of 

lowest->low->high->highest. QoS can be realized by WRR and STRICT scheduling modes 

and scheduling policies. There are three scheduling policies supported by Kyalnd: port 

ɀbased, 802.1p-based and TOS/DIFF-based priority . These three policies are available 

for different ports of the devices but mutually exclusive for one port. 

6.  Port Mirroring  (port sniffing)  

The data of one port can be mapped to another port for user to real-time monitor the 

communication. 

7.  Port Working Mode  Configuration  

SICOM3170 is able to configure the working mode of all ports through network 

management: self-adaptive, 10M/half-duplex, 100M/half-duplex, 10M/full -duplex, 

100M/full -duplex and flow control etc  

8.  Port Traffic Flow  Configuration  

SICOM3170 series can do rate limit to all ports through network management, which 

belong to flow limit. It supports rate limit to 10 ports at the same time. The minimum 

limit  value is 62Kbps and the max is 100*1000Kbps for 100M port and 256*1000Kbps 

for 1000M port. Limit type include 4 types: Limit all frames, Limit just multicast and 

flooded unicast frames (including broadcast frames), Limit just multicast frames 

(including broadcast) , Limit just broadcast frames. 

9.  Static Multicast Communication  

Adding multicast users by the way of manually adding static multicast table, compared 

to dynamic multicast, is more simple, reliable and faster without the need of protocols. 

The multicast data can be forwarded by configuring static multicast forwarding tables. 

Users can manually configure the multicast communication according to their own 

requirements. Static multicast communication cannot be used with IGMP 

simultaneously. 



10.  IGMP Snooping 

IGMP Snooping (Internet Group Multicast Protocol Snooping) is employed to effectively 

restrict the spread of multicast data in layer 2 network. and mainly used for layer 2 

devices with the purpose of monitoring and analyzing IGMP messages. The mapping 

relation is established between port and multicast MAC, and based on this relation, the 

multicast data are forwarded. When the multicast data are received, the switch will 

know which port should receive the arriving multicast data and which port the data 

should be forwarded to. 

11.  DT-Ring  

DT-Ring is the proprietary communication protocol of Kyland. Via ring port status 

detection and less protocol messages, DT-Ring decides on the ring and port status to 

ensure a redundant ring network but no loop. This protocol can realize the fast and 

reliable Ethernet redundancy so as to better meet the requirements of the industrial 

communication. 

12.  DT-Ring+ 

DT-Ring+ is the proprietary communication protocol of Kyland. This protocol realizes 

the redundancy and backup for two rings and meets higher requirements for the 

industrial communications. 

13.  RSTP 

RSTP and STP offer network redundancy protection for the switch network. RSTP can 

realize all the functions of STP, and additionally reduce the delay from block to forward, 

reconfiguring the network ASAP. 

14. Alarm  

This function contains port alarm and ring alarm. Through management software, all 

the alarm functions can be set as enabled or disabled. The alarm information is available 

from management interface 

15. SNMP  

SNMP̂ Simple Network Management Protocol̃ offers frame structure for low level 

network management. SNMP protocol is used so widely that many kinds of networking 

devices, software and system employ it. It is easy to realize, open and free, and can be 



used to control various devices 

16. RMON 

RMON is a standard monitoring regulation to exchange the network monitoring data 

between network monitor and console system. It offers more selections for network 

operator to use the suitable console and network monitor for special requirements. It is 

also the expansion to SNMP functions and is especially useful for monitoring and 

managing LAN. The purpose of developing RMON is to provide statistic result of 

information flow and analyze network parameters so as to work out a comprehensive 

diagnoses, plan and regulation. 

With RMON function, the user can operate among multiple manufacturers for SNMP 

ÍÁÎÁÇÅÍÅÎÔ ÁÎÄ ÍÏÎÉÔÏÒÉÎÇ ÁÇÅÎÔȢ 7ÈÁÔȭÓ ÍÏÒÅȟ ÉÔ ÃÁÎ ÏÆÆÅÒ Á ÓÔÁÎÄÁÒÄ ÆÏÒ Á ÇÒÏÕÐ ÏÆ 

MIB to collect the network statistics which is unavailable via SNMP. RMON realizes 

previous network diagnoses by using powerful alarm group, it allows that a domain 

value is set for critical parameters so as to automatically send alarm signal to manager 

control center. 

 

 

  



Chapter 2 WEB Management Softwa re  

SICOM series industrial Ethernet Switch supports WEB interface management. WEB 

interface can display the working status and basic information of switches, and configure the 

switches and update the program, etc. 

2.1 Login to  Web Interface  

Connecting the Ó×ÉÔÃÈ ×ÉÔÈ Á ÃÏÍÐÕÔÅÒȟ ÅÎÔÅÒ ÔÈÅ )0 ÁÄÄÒÅÓÓ ÌÉËÅ ȰρωςȢρφψȢπȢςȱ ÉÎ ÔÈÅ )% 

browser, a window will appear as Figure 2-ρȟÔÈÅ ÄÅÆÁÕÌÔ ÕÓÅÒ ÎÁÍÅ ÁÎÄ ÐÁÓÓ×ÏÒÄ ÁÒÅ ȰÁÄÍÉÎȱ 

ÁÎÄ ȰρςσȱȢ #ÌÉÃË Ȱ/+ȱ ÔÏ ÅÎÔÅÒ ÉÎÔÏ ÔÈÅ ÍÁÉÎ ÉÎÔÅÒÆÁÃÅȢ 

 

Figure 2-1 Login 

The main page is as Figure 2-2. At the left of the page, there is a tree menu for management, 

including the main menus of Device Status, Basic Configurations, Advanced Configurations, 

Device Management, Save Configurations, and Load Default.  

Click each menu to open its sub menu. 

There are two function buttons on the tree menu: Collapse and Expand   

Click on the expand button to display the main menu and all sub-menus. 

Click on the collapse button to only display the main menu and close all sub-menus.  



 

Figure2-2 Main page 

2.2 Device Status Display 

The menu of Device Status includes four submenus: Basic Info, Port Status, Port Statistics 

and Device Operating Information. 

2.2.1 Basic Information  

#ÌÉÃË Ȱ"ÁÓÉÃ IÎÆÏȱ ÁÎÄ ÅÎÔÅÒ ÔÈÅ page as shown in Figure 2-3, which displays MAC address, IP 

address, software version etc. 



 

Figure 2-3 Basic Info 

2.2.2 Port Status 

#ÌÉÃË Ȱ0ÏÒÔ 3ÔÁÔÕÓȱ ÁÎÄ ÅÎÔÅÒ ÔÈÅ ÐÁÇÅ ÁÓ ÓÈÏ×Î ÉÎ &ÉÇÕÒÅ ς-4, which displays the port 

management status, link state, port speed, full/half duplex state and flow control state etc. 

 



Figure 2-4 Port Status 

2.2.3 Port Statistics  

#ÌÉÃË Ȱ0ÏÒÔ 3ÔÁÔÉÓÔÉÃÓȱ ÁÎÄ ÅÎÔÅÒ ÔÈÅ ÐÁÇÅ ÁÓ ÓÈÏ×Î ÉÎ &ÉÇÕÒÅ ς-5 which displays the port flow 

statistics of each port. 

 

Figure 2-5 Port Statistics 

2.2.4 Device Operating Information  

#ÌÉÃË Ȱ$ÅÖÉÃÅ /ÐÅÒÁÔÉÎÇ )ÎÆÏÒÍÁÔÉÏÎȱȟ ÁÎÄ ÅÎÔÅÒ ÔÈÅ ÐÁÇÅ ÁÓ &ÉÇure 2-6 which displays the 

device operating time, CPU usage. 



 

                          Figure2-6 Device Operating Information 

2.3 Basic Configurations  

)Î ÔÈÅ ÍÅÎÕ ÏÆ ȰBasic Configurationsȱȟ it supports IP address configuration, device 

information  configuration, port configuration, change password, software update, upload 

&download functions. 

2.3.1 IP Address Configuration  

#ÌÉÃË ÔÈÅ Ȱ)0 ÁÄÄÒÅÓÓȱ ÉÎ ÔÈe left menu and enter the page as Figure 2-7, where the user can 

modify IP address, subnet mask and gateway, ÃÌÉÃË ÏÎ Ȱ!ÐÐÌÙȱ to submit the modification. 

And reboot the switch to take them effect.  



 

Figure2-7 IP Address Configuration 

2.3.2 Device Info rmation  Configuration  

#ÌÉÃË ÔÈÅ Ȱ$ÅÖÉÃÅ )ÎÆÏrmationȱ ÉÎ ÔÈe left menu and enter the page as Figure 2-8, type the 

project name like ȰPRJNAMEȱ, system name like ȰSWITCHȱ, the location address and contact 

phone number, then ÃÌÉÃË Ȱ!ÐÐÌÙȱ ÂÕÔÔÏÎȢ 



 

Figure 2-8 Device Information Configurations 

Enable MOTD function on the web hidden page and reboot the device, then the basic info 

page is shown in Figure 2-9, increasing an information  bar for MOTD. After enable MOTD 

function, the main page become MOTD page as Figure 2-10. 

                                                                                

 Attention: 

MOTD is default as Ȱdisableȱ. 

Enable MOTD: Type Ȱ 192.168.0.2/hidden.aspȱ in the WEB address bar, click ȰEnterȱ to enter 

the web hidden page, click ȰNeturalȱ button in the left menu to enter the page as follow, 

select ȰEnable/Disableȱ for MOTD status and click ȰApplyȱ to submit, then reboot the device.  



 

                                                                                          

 

Figure 2-9 Basic Info  



 

Figure 2-10 Main page-MOTD page 

2.3.3 Port  Configuration  

#ÌÉÃË ÔÈÅ Ȱ0ÏÒÔ #ÏÎÆÉÇÕÒÁÔÉÏÎȱ ÉÎ ÔÈÅ ÌÅÆÔ ÍÅÎÕ ÁÎÄ ÅÎÔer the page as Figure 2-11, where the 

user can configure port administration status (enable/disable),  operation status 

(enable/disable), auto-negotiation (enable/disable), port speed (10/100M), duplex 

(full/half), flow control ( on/ off ), reset (reset/no reset). After configurÁÔÉÏÎȟ ÃÌÉÃË Ȱ!ÐÐÌÙȱ ÔÏ 

take them effect. If the port will be used, select Ȱenableȱ; is no use, select Ȱdisableȱ. The 

operation is the same to others. For FE port, when the auto-negotiation is disabled, the port 

speed and duplex status can be set. 



 

Figure 2-11 Port Configurations 

2.3.4 Change Password 

#ÌÉÃË ÔÈÅ Ȱ#ÈÁÎÇÅ 0ÁÓÓ×ÏÒÄȱ ÉÎ ÔÈÅ ÌÅÆÔ ÍÅnu and enter the page as Figure 2-12, enter old 

ÐÁÓÓ×ÏÒÄ ÁÎÄ ÎÅ× ÐÁÓÓ×ÏÒÄȟ ÃÌÉÃË Ȱ!ÐÐÌÙȱ ÔÏ ÔÁËÅ ÅÆÆÅÃÔȢ 

 



Figure 2-12 Change Passwords 

2.3.5 Software Update  

#ÌÉÃË ÔÈÅ Ȱ3ÏÆÔ×ÁÒÅ 5ÐÄÁÔÅȱ ÉÎ ÔÈÅ ÌÅÆÔ ÍÅÎÕ ÁÎÄ ÅÎÔÅÒ ÔÈÅ ÐÁÇÅ as Figure 2-13. For detailed 

upgrading instructions, please refer to the Appendix D. 

1. Enter the WEB main page, click Ȱsoftware updateȱ under the menu of Ȱbasic 

configurationsȱ to enter the page as shown in the following Figure: 

 

Figure2-13 Software Update 

2. Enter FTP serverȭs IP address, user name, password and software name for updating, 

ÃÌÉÃË Ȱ!ÐÐÌÙȱ ÂÕÔÔÏÎ. The FTP server address and the switchȭs IP address must be in the 

same network segment. 

3. Wait for upgrading and see the successful message. 

4. #ÌÉÃË ȰRebootȱ under the menu of ȰDevice Managementȱ to restart the device. 

5. Wait for 30 seconds, start up WEB management system. Click the menu Ȱ$ÅÖÉÃÅ 

Statusȱ-Ȱ"ÁÓÉÃ )ÎÆÏȱ to check software version to confirm a successful update. 

2.3.6 Upload & Download Configuration  

Click ÔÈÅ Ȱ5ÐÌÏÁÄ Ǫ $Ï×ÎÌÏÁÄȱ ÉÎ ÔÈe left menu and enter the page as Figure 2-14 and 2-15, 



enter the FTP server IP address and the uploaded/downloaded file name, username and 

ÐÁÓÓ×ÏÒÄȟ ÃÌÉÃË Ȱ!ÐÐÌÙȱ ÔÏ ÆÉÎÉÓÈȢ  

 

Figure 2-14 Upload 

 

Figure 2-15 Download 


