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Chapter 1 : Service Functions

The main service functions of SICOM30 Industrial Ethernet Switch areas follows:

1. LED Indicator
The LEDsn the front panel of SICOM3170ndicate the port status including transmtting
rate, link status and system status.

2. Layer-2 Switching
The two commonly used switching technologies: Culhrough and Storeand-Forward. In
Cut-Through, as soon as the switcheceive a frame header, it is immediately forwarded
without any error checking and processing; in Storeand-Forward, after receiving and
storing the complete frame, error checking is conducted before forwarding.
Store-and-forward is most widely used switching technology andit is also adopted by
SICOM370.

3. VLAN
VLAN can divide a network into multiple logical subnets. Data packets cannot be
transmitted between different VLANS so as to control the broadcast domain and segment
flow and improve the reliability, security and manageability. (Attention: certain
configuration data packets can be transmitted between VLANsS$ICOM3170 series
supports IEEE802.1q VLAN tadt can be divided into up to 4094 VLANSs based on ports.
The VLAN divison can be realized via WEBr Console.VLAN Tag packets igransmitted
transparently.

4. PVLAN
PVLAN (Private VLAN) suppod complex port services isolation to achieve network
security, broadcast domain isolation and network optimization functions. PVLAN
logically divide ports into uplinked and down linked ports. Down linked ports can be
configured to different isolation domainsand communicate with uplinked ports at the
same time. Thalifferent isolation domains couldrd do inter-communication.

5. QoSFunction

IEEE 802.1p is the mostwidely used priority solution in the LAN environment.



SICOM3170 series supports802.1p standard, as well as DSCPpriority. When the
terminal connected to SICOMB70AT AOT 6§ O O OWopliottids abdFudeOlant
to set different priorities to services in dfferent ports, this function can be used to do
port-based priority configuration. This configuration only affects the data packets
without priorities in t he ports. Each port of SICOM3I0 supports 4-level priority

queues with ID number of 0, 1, 2, and 3, hich has the priorities of
lowest->low->high->highest. QoS can be realized WRR and STRIC3cheduing modes
and scheduling policies. There are three scheduhg policies supported by Kyalnd: port
Zbased 802.1pbased andTOS/DIFFbased priority . These thee policies are available

for different ports of the devices but mutually exclusive for one port.

Port Mirroring  (port sniffing)

The data of one port can be mapped to another port for user to reime monitor the
communication.

Port Working Mode Configuration

SICOM170 is able to configure the working mode of all ports throughnetwork
management: self-adaptive, 10M/half-duplex, 100M/half-duplex, 10M/full-duplex,
100M/full -duplex and flow control etc

Port Traffic Flow Configuration

SICOM3170 sees can do ratelimit to all ports through network management, which
belong to flow limit. It supports rate limit to 10 ports at the same time. The minimum
limit value is 62Kbps and the max is 100*1000Kbps for 100M port and 256*1000Kbps
for 1000M port. Limit type include 4 types: Limit all frames, Limit just multicast and
flooded unicast frames (including broadcast frames), Limit just multicast frames
(including broadcast) , Limit just broadcast frames.

Static Multicast Communication

Adding multicast users by the way of manually adding static multicast table, compared
to dynamic multicast, is more simple, reliable and faster without the need of protocols.
The multicast data can be forwarded by configuring static multicast forwarding tables.
Users can maually configure the multicast communication according to their own
requirements. Static multicast communication cannot be used with IGMP

simultaneously.
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IGMP Snooping

IGMP Snooping (Internet Group Multicast Protocol Snooping) is employed to effectiye
restrict the spread of multicast data in layer 2 network. and mainly used for layer 2
devices with the purpose of monitoring and analyzing IGMP messages. The mapping
relation is established between port and multicast MAC, and based on this relation, the
multicast data are forwarded. When the multicast data are received, the switch will
know which port should receive the arriving multicast data and which port the data
should be forwarded to.

DT-Ring

DT-Ring is the proprietary communication protocol of Kyland. Via ring port status
detection and less protocol messages, BHing decides on the ring and port status to
ensure a redundant ring network but no loop. This protocol can realize the fast and
reliable Ethernet redundancy so as to better meet theequirements of the industrial
communication.

DT-Ring+

DT-Ring+ is the proprietary communication protocol of Kyland. This protocol realizes
the redundancy and backup for two rings and meets higher requirements for the
industrial communications.

RSTP

RSTP and STP offer network redundancy protection for the switch network. RSTP can
realize all the functions of STP, and additionally reduce the delay from block to ¥eard,
reconfiguring the network ASAP.

Alarm

This function contains port alarm andring alarm. Through management software, all
the alarm functions can be set as enabled or disabled. The alarm information is available
from management interface

SNMP

SNMP Simple Network Management Protocol” offers frame structure for low level
network management. SNMP protocol is used so widely that many kinds of networking

devices, software and system employ it. It is easy to realize, open and free, and can be



16.

used to contol various devices

RMON

RMON is a standard monitoring regulation to exchange the network monitoring data
between network monitor and console system. It offers more selections for network
operator to use the suitable console and network monitor for spgal requirements. It is
also the expansion to SNMP functions and is especially useful for monitoring and
managing LAN. The purpose of developing RMON is to provide statistic result of
information flow and analyze network parameters so as to work out a coprehensive
diagnoses, plan and regulation.

With RMON function, the user can operate among multiple manufacturers for SNMP
i ATACAT AT O ATA 11T1TEOI OET ¢ ACAT 08 7EAQ0B80
MIB to collect the network statistics which is umvailable via SNMP. RMON realizes
previous network diagnoses by using powerful alarm group, it allows that a domain
value is set for critical parameters so as to automatically send alarm signal to manager

control center.

i T OAnR



Chapter 2 WEB Management Softwa re

SICOM series industrial Ethernet Switch supportsWEB interface management. WEB
interface candisplay the working status and basic information of switches, and configure the

switches and update the program, etc.
2.1 Login to Web Interface

Connecting theOx EOAE xEOE A AT i bOOAOh AT OAO OEA )0 AAA
browser, a window will appear as Figure 20 h OEA AAZAOI 6 OOAO T AT A AT A DA
AT A Opcgoos8 #1 EAE O/ +6 O AiT OAO EIT 61 OEA 1 AET ET O

% iEEE R, (HiE 197 185 0. 2) BERETETR.
VERRA, SICOM EREEFAROA P S FiER.

APEW [anin =
THE e
[ ST A EERED (5)

TR ERiH

Figure 21 Login
The main page s as Figure 22. At the left of the page thereis atree menufor management,
including the main menus ofDevice Satus, Basic Configurations, Advanced Configurations,
Device Management,Save Configurations,and LoadDefault.
Click each menu to open its submenu.
There are two function buttonson the tree menu Collapse andExpand
Click on the expand button to display the main menu and all stiinenus.

Click on the collapse buttona only display the main menu and dose all sub-menus.



K71 AND sicom3170 Web Management System ¥ About Help Exit

14 Collapse | LExpand
= inet
% SICOM 3170 Web Management System :SERTD14d D AL 28 s
=g Device Status :
M Basic Configurations v
[+ g Device Management /

Save Configurations
Load Default

=+The system comes with high-powered CPU processor

4+ Lay-2 switching of high performance

< Gecurity design atthe level of industry

“+ Offer eight FE ponts and two GE ports

& Suppor YLAN

- IGMP Snooping

<% Port Mirroring

<% Portrate control

< DT-RING » DT-RING+ , RSTP redundaney protect mechanism
=¥ Used widely in various industry flelds

KYLAND TELECOM TECHNOLOGY GO, LTD. . ALL RIGHTS

Figure2-2 Main page

2.2 Device Status Display

The menu ofDevice Satus includes four submenus: Basic InfoPort Satus, Port Statistics

and Device Operating Information.

2.2.1 Basic Information

#1 EAE ITOEIAOEBAM A paddasAdivn iDEghre 23, which displays MAC ddress, IP

address, software version etc.



KT AND  sicom3170 web Management System ¥ About Help Exit B

“ Basic Info
14 Collapse | LExpand
[ web Management System
= Device Status
e BASTE Tnf MAC Address 00-00-54-54-01-31
9. Port Status SN BRGTTHAK
9, Port Statistics IP Address 192168402
%, Device Operating Informatic Subnet Mask 255.255.255.0
A Basic Configurations GateWay 182.168.0.1
B Advanced Configurations System Name SWITCH
B Device Management Device Model
“a/Save Configurations Software Yersion 3115 (2010-2-24 17:07)

~%g)Load Default

Figure 2-3 Basic Info

2.2.2 Port Status

#1 EAE 001 OO0 30A00006 AT A AT OA @hicld dishlayDthepdit AO OET x|

management statuslink state, port speed, full/half duplexstate and flow control state etc.

K7L AND sicom3170 Web Management System ¥ About Help Exit

“ Port Status
14 Collapse | LExpand

(4 Menagamant systam [ Pemd | AdminielenStes  Unk  Speed  Duplex  Flowtouol |
= Device Status

FE1 Enable Down
@ Fart Statig FE2 Enable Down
-5 Port Statistics FE3 Enable Down
. Device Operating Informatic FE4 Enable Down
A Basic Configurations FES Enable Dawn
A ~dvanced Corfigurations FE& Enahle Up 100 Full-duplex Off
M Device Management FET Enable Down
% Save Configurations FEB Enable Down
%4 Load Default GE1 Enahle Down
GE2 Enable Down




Figure 2-4 Port Status

2.2.3 Port Statistics

#1 EAE 001 OO0 30A0EOOEAOGG6 Al AswhAich@idplys O&EpbrtfdM CA AO OE
statistics of each port.

-

K7L AND sicom3170 Web Management System ¥ About Help Exit B

L Port Statistics
1 Collapse | LExpand
Bt renagement system [POmID Sfatus | Link | Bfles Sent | Packels Sent | DlesReceived | Packets Recehied | CROEMor  Packsts 64 bytes |

= Device Status

9 Basic Info FE1 | Enable | Down o 0 0 0 o
%, Port Status FEZ Enable | Down a ) 0 ) a

8 5T EEAFHES FE3 | Enable | Down [ 0 i 0 [

%, Device Operating Informatic FE4 | Enable | Down 0 0 0 0 0

- g Basic Configurations FES | Enable | Down a 0 0 0 a
B advanced Corfigurations FEB | Enable | Up 92857 238 378 0 a
(- g Device Management FET | Enable | Down 0 0 0 0 a
% Save Configurations FE8 | Enable | Down o o 0 0 o
%y Load Default GE1 Enable | Down a ) 0 ) a
GE2 Enable | Down o o 0 o o

KYLAND TELEC Ol TECH

Figure 2-5 Port Statistics

2.2.4 Device Operating Information

#1 EAE OSDABERC/ pl A&l Of AOET T 06 hure”® Which displdy©theOEA DACA

device operating time, CPWUsage.



YT AND s1com3170 web Management System i3 About Help Exit

. Device Operating Information
14 Collapse | LEpand
 Web Management System
(= Device Status
uBasic Info Device Operating Time: 0Days,0H:3h:455

a|Port Status | cPu] 0%(short-term), 3%(long-term) |
%, Port Statistics
H ,'DEWDE Operating Informatic
M Basic Configurations
tdvanced Configurations
!DEWCE Management
%y Save Configurations

%,/Load Default

©

KYLAND TELEC OM TECHNO

Figure2-6 DeviceOperating Information

2.3 Basic Configurations

) 1 OEA | BadicOCorfiglratidd® fit supports IP address configuration, device
information configuration, port configuration, change password, softwaraipdate, upload

&download functions.
2.3.1 IP Address Configuration

#1 EAE OEA O)eleft hehdadd ed@rihe Rage ad Egure? where the use can
modify IP address, subnet mask and gatewayA | EAE | to submibtBel modification.

And reboot the switch to take them effect.
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S 1P Address
14 Collapse | WExpand
[ Web Management System

= Device Status
= Basic Canfigurations
-4 IP Address
94 Device Information

00-00-54-54-01-31
192.168.40. 2

255, 255.255. 0

‘% Port Configuration 182.168.0.1
-%, Change Password
%4 Software Update Apply Help
| %y Upload & Download
B Advanced Corfigurations
- f Device Management
“%4/Save Configurations
-%y Load Default

KYLAND TELEC OM TECHNO

Figure2-7 IP AddressConfiguration

2.3.2 Device Information Configuration

#1 EAE OEA méahAcO EEdAet hénuEind enter the page as Figure-8, type the
project name like ®RINAME system name like BWITCH) the location address and contact

phone number, thenA1 EAE O! b1 U6 AOOOI T 8
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“. Device Information
12 Collapse | WEspand
£ SICOM 3170 Web Management System
FRINANE

- Device Status
- Basic Configurations SWITCH
1P Address Chongxin Mansion Buil
Device Information
Port Configuration
Change Password
Software Update Apply Help
| Upload & Download
B Advanced Corfigurations
- Device Management
Save Configurations
Load Default

+BE-10-88TISEEE

KYLAND TELEC OM TECHNO

0,LTD. ALL RIGHTS RESERYED

Figure 2-8 Device Infamation Configurations

Enable MOTDfunction on the web hidden page and reboot the devicehen the basic info
page is shown in Figure 2, increasingan information bar for MOTD After enable MOTD

function, the main page becom&OTDpage as Figure 210.

A Attention:

MOTDis default as@lisabled

EnableMOTD Type 0192.168.0.2/hidden.as@in the WEBaddress bar, clicklEnterdto enter
the web hidden page, clickNeturaldbutton in the left menu to enter the page as follow,

select@nable/Disabledfor MOTDstatus and click@pplydto submit, then reboot the device.
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1 Close Up | LExpand 9
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% Device Information

1 Collapse | LExpand

[ wWeb Management System
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% Software Update
%, Upload & Download
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8 Device Management
%] Save Configurations
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Figure 2-9 Basic Info
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12 Collapse | WExpand
 Web Management System

- Device Status

A Basic Configurations

B Advancsd Configurations

- Device Management
“a|Save Configurations

--%y Load Default

<Serial Number . S3G7TXXX

-=System Name . SWITCH

--Location : Chongxin Mansion Building,
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District, Beijing
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KYLAMD TELECOM TECHNOLOGY GO, LTD. ALL RIGHTS

Figure 2-10 Main pageMOTDpage

2.3.3 Port Configuration

#1 EAE OEA 001 00 #1 1 £E GO eAne Rdgé as Figute 20 whkre thd £0
user can configure port administration status (enable/disable), operation status
(enable/disable), auto-negotiation (enable/disable), port speed (10/100M), duplex
(full/half), flow control ( on/ off), reset (reset/no reset). After configuA OET T h Al EAE
take them effect. If the port will be used, select@nabled is no use, selectdlisabled The
operation is the same to othersFor FE port, when the auto-negotiation is disabled,the port

speed and duplex status can be set.
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L port Configuration

1 Collapse | LExpand

B v oot System [ Py aimeimiie | GreEm R A Bule s
A Device Status
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91 Address FEZ Enable v Brabls v Enable |v. 0ff v
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%4 Change Password
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Figure 2-11 Port Configurations

2.3.4 Change Password

#1 EAE OEA O#EAT CA mhahdenteedagé &s FiGuieA2, brdersi

DAOOxT OA AT A 1 Ax pBAIGO AT O AN EAAl EABEEACH (8

K7L AND sicom3170 Web Management System ¥ About Help Exit

4 Change Password

1 Collapse | LExpand

[ SICOM 3170 Web Management Systemn
A Device Status
= Basic Configurations
1P Address
Device Information
Port Configuration
Change Password
Software Update
Upload & Download
B Advanced Configurations
8 Device Management
Save Configurations
Load Default

admin




Figure 2-12 ChangePasswords

2.3.5 Software Update

#1 EAE OEA O31 £OxAOA 5PAAOAG aEFigu® Bl Fdrdetmied | AT O AT A
upgrading instructions, please refer to the Appendix D.
1. Enter the WEB main page, click Goftware updated under the menu of (asic

configurationsoto enter the page as shown in the following Figure:

K7L AND  sicom3024 web Management System th About Help Ewit

1P Address
Device Name
Configure Por
Change Pass:
Software Vere
Software Upd
Faile Down/Ut
-8 Advanced Config

Port Rate

LA

Port Mirraring

Port Trunk

FDB IGMP

IGMP Snoopin

ACL

alarm

SHMP

RSTP

DT-RING

QOS5 Configur

Other Configu
= Device Managernr
Reboot

~ Software Update

Logout
Sawve Configurati
Load Default -

Hyland Technalogy Co., LTD. All Ri

Figure2-13 Software Update
2. Enter FTP serve® IP address, user name, password andoftware name for updating,
Al EAE O! b BHe B1Psedvdd &idrés$and the switch® IP addressmust bein the
same network segment
3. Wait for upgrading and see the successful message.
4. #1 EReBootdnder the menu ofDevice Managemerito restart the device.
5. Wait for 30 seconds start up WEB management gstem. Cick the menu O$ AOEAA

Status3O " A O E o chedk gbitware version to confim a successful update

2.3.6 Upload & Download Configuration

ClickOEA O5bP1 1 AA 0 e kft mehu ahdfeAtdr thé&€dage @EFigure 24 and 2-15,



enter the FTP server IP addess and the uploaded/downloaded file name usernameand

PAOOxT OAh Ai EAE O!' pbPi U6 O £EIT EOES

Figure 2-14 Upload

Figure 2-15 Download



