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Preface

KIEN5000/6000 is high-performance industrial Ethernet switches designed and
developed by KYLAND for industrial applications. It maoperate in harsh industrial

environments because they employ higtperformance switch engines, solid, fankess
and ribbed case with efficient heat dissipation surface, protections against
overcurrent and overvoltage of power input, EMC protections, and eglient

protection performance of RJ45 ports. The redundant network, redundant power
supply and management function ensures more reliability for the system

operation.

This manual contains the information onthe operation of network management
software of K. vmnn¥fennn A O OEA OOA06O OAEAOAI
follows:

Chapterl: Proudect overview and features of KIEN5000/6000.
Chapter2: Operation of console management.
Chapter3: Consok interface commands.

Chapter4: Operation of WEB management.

This manual is used along withKIEN5000 industrial Ethernet switch user manual

or KIEN600O industrial Ethernet switch user manual.

All product specifications are subject to change without notice.
Please visit our website or contact our sales representativ e
directly to have the update details.



Safety Notices

These products have good and reliable performance in designed use range. But

man-made damages to the switch shall be avoided.
Read this Manual thoroughly and keep it well for future reference.
Do notplace the switch at where is close to water source or dampness.

Place power cables at where cannot be touched and do not place any stuff on

power cables.
Do not tie or wrap power cables to prevent fire.

Fasten power connectors and connectors of other umittightly and check

them often.

In the following cases, please power off immediately and contact us.
1. water into the switch;

2. the switch is damaged due to falling or cases are broken;

3. the switch has abnormal operations or its performance completely

changes;
4. the switch gives off odor, smoke or noise.
Please keep the switch clean. If necessary, wipe it with soft cotton cloth.

Do not repair it by yourself except for clear instruction in this Manual.



Warning Marks:

This Manual uses following two kinds of consguous warning marks to
remind users in operating:

Warning : please give enough attention to the remarks following the

A mark. Inappropriate operations may cause severe damages to tr
switch and operators.

A Attention : pay attention to the remarks following the mark.
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1 Product Overview

1.1 Product Overview

KIEN5000/6000 is high-performance industrial Ethernet switches designed and
developed by KYLAND for industrial applications. KIEN5000/6000 may operate in
harsh industrial environments because they employ higtperformance switch
engines, solid, fankess and ribbed case with efficient heat dissipation surface,
protections against overcurrent and overvoltage of power input, EMC protections,
and excellent protection performance of Ethernet ports. The redundant network,
redundant power supply and management function ensures more reliability for the

system operation.

KIEN5000/6000 can be installed either by DIN rail or wall mounting.

1.2 Product Features

High -performance Industrial Ethernet Switch

1. 10/100Base-T/TX Ethernet ports, adaptive, full/half duplex, auto MDI/MDI -X

connection
2. 100BaseFX fiber ports, single mode/multimode, full duplex, redundant
3.  High speed redundant ring with recovery time < 100ms

4. Chinese & English management supports Telnet, SNMP protocol, compliant
with networking regulations, able to be managed and monitored by third part

software.

5. Supports VLAN to control broadcasting domain and segment flow, port

aggravation, port mirroring, port priority, IGMP etc.

6. Alarm relay output for power supply and port link.

7. Broadcast storm control

Powerful Management Function

1. It can be managed in web browser by entering IP address.

2. Itcan be logged in by telnet or hyper terminal.



3. Port aggravation, port mirroring, VLAN, port priority and IGMP can be

configured in the management.
Industrial Power

1. Industrial power input of DC24V DC18V 36V ,12VDC 9 18VDC™ 48VDC
" 36" 72VDC” 110VDT 66° 154VDC™ 220VAT 165" 265VAC™ 220VDT 220°
370VDC are also available.

2. Reliable protection for EMC and against oveturrent/over -voltage.
3. Redundant power input

Rugged Design

1. Ribbed heatremoval design (fankss); operation at-40N to +75N
2. Solid IP40 housing

3. Easy DINRail mounting or optional wallkmounting

1.3 Package Checkilist

”

Packing list
Kyland KIEN6000 Switch 1
3-core DC power terminal block 2
2-core alarm output terminal block 1
User Manual 1
-AT ACAT AT O 50A080 - Al OAI 1
Customer Service Guide 1

Unpacking check

Before openng the carton, place it stably, pay attention to the direction of the
packing carton, and ensure itxight side is facing upward, so as to prevent
KIEN6000 from falling apart after opening the case. If a hard object is used to
unclench the case, do not ovly extend the hard object into the carton to avoid

damage of the equipments inside.

After opening the carton, check the quantity of KIEN600O according to the
packing list, and check the appearance quality of KIEN600O.



A Warning:

For the builtin precise parts of equipments, please handle with care and avoi
strenuous vibration to avoid affecting the performances of equipments.







2 Console Management

2.1Login

2.1.1 Log in RS232 Console Port

Use the hyper terminal in the WINDOWS system fog in the console management software, the

user can view, configure and manage the systeifi.there is no terminal, the user can install it in
the WINDOWS. After finishing installation, access the RS232 consolke software as follows:

1" Connectthe RS232 console port oKIEN5000 or KIEN600O to the serial port of computer
through console cable.

2" Inthe WINDOWS, start hyper terminal as shown in Fig2:
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| Internet
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S E-mail
IncrediMail

@ ‘Windows Media Play
Microsoft OFfice Wor
v MSN
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All Programs .
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Fig2-1 Log in consolemanagement
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Connection Description

f‘ Mew Connection

Enter a name and chooze an icon for the connection:

Hame:

| Commoni |

lcon:

[ ar. H Catcel ]

Fig 2-2 Establish link

b=

4 SelectserialpotAT A Al EAE T dtton@EsAowdih BigeB: U 6

Connect To

F 2 Cormmon

Enter detailz far the phone number that yow want to dial;

Country/region;

Arga code; |:|

Phone number: | |

Connect using: | COkT " |

[ Q. H Cancel ]

Fig 2-3 Select Serial Port

5 ConfigureDi OO0 O#/ -p6 AO A 111 x0qg ARappA OAOA(
check: none; stop bit: 1; fow control: disabled as shown in Fig-2 Click on
OEA O! pPl U6 AOOOGIT O EAOA OEA OOAO EI OAO



COM1 Properties

Fart Settings |

Bits per second: | 9500 v|
Data bits: |5 |
Paiity: | Mone v |

Stop bits: |1 v

Flow control: | None v

| Bestore Defaults |

(1] ] [ Cancel ] Apply

Fig 2-4 Cofigure serial port

6 In the user interface, entemg OEA AAZADI O OOAO 1 Ai A OAAI
O p @and pressing the enter key, the user will be presented with the main

menu.

“¢ 1 - HyperTerminal

Ele Edt View Call Iransfer Help

0= 8 0B &

User Interface

***** (Copyright)  KIEN =w=xx

User Mame:

Password :

KIENG6@BO Yersion 31.84.05.F

<

Connected 0:00:06 Autodetect | 9600 B-N-1 UM

Fig 2-5 User interface

7" The main menu is shown as Fig-B. In the man menu, operation is done by

the key on the keyboard, the commands are shown as Tablel 2



Table2-1 Commands

Key Function
<Tab> to switch to next submenu
<Backspace> to switch to the previous submenu
<Enter> To selectthe desired submenu
<Space> to make configuration changes
<Ctrl>+A to apply the current item

‘& 1 - HyperTerminal

Ble Edt Vew cal Iransfer Help

N2 & DB

Hain Menu

Switch Static Configuration
Protocol Related Configuration
Reboot Switch

Command Line

Logout

Show the status of the switch.
Tab=Next Item BackSpace=Prev Item Enter=Select Item

Connected 0:01:08 Auto detect 9600 8-N-1 UM

Fig2-6 Main Menu

2.1.2 Using Telnet

The user can also use the Telnet to log in the console management software. It is
required to use crossover or straightthrough cable to attach he RJ45 port of the
switch to the RJ45 port of one PC. To access as follows:

1. )T OEA DACA 1 £, énesteldet 184.168D.56 M iclickOon

o) : ET &EC ¢

Run S
- Tvpe the name of a program, folder, document, or
5 Internet resource, and Windaws will apen it Far wou,

Open:  |kelnet 192.1658.0,2 L

Ok l [ Cancel ] [ Browse, .,

Fig 2-7 Run Telnet commands
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2. Enter user nameadmin and password123 and press the enter key to access

the main menu of Telnet console management as shown in Fig32

f Telnet 192.168.0.2 - 0| x|
B

User Interface

wxsn (Copyright) KIEN sesaexx

User Name: admin

Password @ weex

KIEN6B@AO Version 31.084.85.F

Fig 2-8 Log into Telnet console

3. The main menu is as follows, after entering into the main menu, all
operations can be done by the keys on keyboards and tkerresponding key

and functions are identical to the ones of RS232 console.

aEIE
-]

Main Menu

Suwitch 8tatic Configuration
Protocol Related Configuration
Rehoot Switch

Command Line

Logout

Show the status of the switch.

Tabh=Hext Item Back8pace=Prev Item Enter=Select Item

Fig 29 Main menu of Telnet consle



2.2 Console Management

The user can log into the consolke via RS232 port and Telnetfter logging in
successfully, the main menu will be dislpyed as shown in Fig 2 and Fig 29. The
operations and functions of the two consoles are exactly identical. The following

instructions for each submenu aresuitable for both consoles.

A Attention '

The default IP address of KIEN5000/6000 is 192.168.0.2, which can be found
the coding label on the device.

The two console management can not be done simutanously.

The port 9 and 10 in the management are the configurations for other model
The user @n forget them when the device does not have the settings.

2.2.1 Status & Statistics

-10-

Sekect the data itemO3 OA OO0 O 3 OAOEOOEAOS AT A POAOO OEA
as shown in the Fig 210. There are threesud AT OO0 ET A1 OAET ¢ 001 0O 3

saOEOOEAO6 AT A O3UOOAI ET &I 6 ET OEA 1 AT Oh OE
with the Tab or Backspace key and press the enter key to enter the soienu.

When the cursor is on the main menu item, pressing the enter key will return you

to the main menu The details on the three sud AT OO T £ O3 0AOO0O 0O 30A0I
follows:

BEE
[«

Status and Counters

[Port Status

Port Counters
System Information

Main Menu

Displays currvent status of all the switch ports._

Tabh=Mext Item BackSpace=Prev Item Enter=5elect Item




Port Status

Enter the page of port status as shown in Fig-21, which displays the status of
each port:
8§ Telnet 192.168.0.2

Port Status

Enabled Status

18/188 haseX ! 166 Full
16/188 haseX 166 Full
16/1868 haseX ' 168 Full
16/188 haseX ' 166 Full
16/188 haseX ' 108 Full
10/188 haseX ! 106 Full
16/188 haseX ' 108 Full
16/188 bhaseX g 1606 Full

p 65
2.
3
4
5.
6.
7.
8.

Action: Exit D] {Prev Page> <{Next Page>
Select the active menu item.
Tab=Next Item BackSpace=Prev Item Exit=Prev Menu Enter=Select Item,

Fig2-11 Port status

Table 2-2 Port status display

Iltem Description
Type To display the port type
Eable To display whether the port is enable or not
Status To display if the port is linked or not linked
Mode To display the port rate and duplex mode
Flow control To display whether theflow control is enabled or not

Port Statistics

As shown in Fig 212, the page displays the communication state of the device.

-11-



-§ Telnet 192.168.0.2 - HEE|

Port Counter

TxGoodPkt TxBadPkt RxGoodPkt RxBadPkt TxAhort Collision DropPkt
BadPkt GoodPkt BadPkt Abort

R s
D0 A®
00000 ®
[~~~ I~ R )
0000 ®
00088
00 e®
I@@@@@@H@

Action: Exit>) {Reset All> {Prev Page> <{Next Page>
Configure the action menu.
Tab=Next Item BackSpace=Prev Item Exit=Prev Menu Enter=Select Item

Fig2-12 Port Statistics

3. System Info

As shown in Fig 213, the page displays the information on the hardware and
software of the device.
& Telnet 192.168.0.2

Management Address Information

System Descripti:n KIEN Switch
MAC Address : 090061006039
Fireware version: 001.1
Harduware version: A 003.000

Default config valueB@9.6817n :v

Display the switch system.

Esc=Previous menu

Fig 2-13 System info

2.2.2 Switch static configurations

In the main menu, select the data item by the cursor key and press the enter key to

enter into the submenu as shown Fig 218 4EA [T AT O 0OOx

Al 1 ZEECOOAOGEIT 1 O6 -Adl IOOAET O AGAATATT ATOOA Al |

ACCOACAOQEIT T 1 Al AOIi 6h Opi 00 iEOOIOEIC'h

-12-



Al 1T ZECOOAOQEI 1 dh

O-1 #

AAAOAOGO AT 1T AERgOOAOET

user can sekect the item with the Tab key and Backspace key. Press #nter key

when select the item, and the user can enter into the desired subenu. When the

cursor is on the main menu item, pressing the enter key will return you to the

main menu. The details on the seven suimenus ofare as follows:

& Telnet 192.168.0.2

Configure the system,.IP.and password.

Tah=Next Item Enter=Select Item

Switch Configuration

Port/Trunk Configuration
Port Mirroring Configuration
ULAN Configuration

Priority Configuration

MAC Address Configuration
Misc Configuration

Main Menu

BackSpace=Prev Item

2.2.2.1 Management Configuration

) 1

OEA

i ATO6 OOxEOAE

Fig 2-14 Switch static configurations

ET Al OAET ¢ OAAOEAA ET & &6 O
DAOOxi OA6 AT A O-1# Ai 1 £ECO

R Telnet 192.168.0.2

Conf igure the device information.

Tah=Hext Item

Device Configurration

IP Configuration
Change Username
Change Password
MAC Configuration

Previous Menu

BackS8pace=Prev Item

O —

Enter=Select Item

0O OA Gdia AtemAQ 1T MEEAQEOAI ARG EG 1
AT 1T FEE C QWA dDiEdr keg and press the enter key to enter the sutmenus

0O AIAAd £Be BAA QE]

-13



Fig 2-15 Management configuration

Device info

From the page as shown in Fig A6, the user can configure the device
information including device name, device specs, device location, device
description etc.

R - - -
-]

Device Information

Device tKIEN Switch

Device Content 6 + 2L PORTS

Device Location =EARTH

Device Description :zKIEN Switch

Action: Edit > <Savel <Exit}>
Select the active menu item.
Tab=Next Item BackSpace=Prev Item CExit=Prev MenuenEnter=Select Itemem

Fig 2-16 Device info

IP Configuration

From the page as shown in Fig A6, the user can configurehe IP including

IP address, subnet mask, gateway etc.

E

H IP Configuration

IF Address = 192.168.8.2
Subnet Mask : 255.255.255.8

GateWay 2 192.168.08.1

Action: Edit 3| {Save> {Exit >
Select the active menu item.

Tab=MNext Item BackSpace=Prev Item CExit=Prev MenuenEnter=Select Itemem




5

Fig2-17 IP configuration

Changing user name

This page is used tehangeadministration user name.

c% Telnet 192.168.0.2

User Configuration

User Hame :admin

Action: Edit > {Save> <Exit>
Select the active menu item.
Tabh=Next Item BackSpace=Prev Item CExit=Prev MenuenEnter=8elect Itemem

Fig 2-18 Changing user name

Changing password

The page is used to change the administration password.

& Telnet 192.168.0.2 - o x|
B

Paszword Configuration

new pass

enter again :

entering new password

Esc=Previous menu

Fig 2-19 Changing password

MACconfiguration

-15



From the page as shown in Fig A6, the user can configure the MAC

address of the switch, but it is nb recommended to make such a

configuration much in order not to cause conflict among the switch

networks.

e
[«

MAC Configuratrion

MAC Address :PAABL1BPAA3Y

Action: Edit > <Save> {Exit >
Select the active menu item.
Tah=Next Item BackSpace=Prev I[tem CExit=Prev MenuenEnter=Select Itemem

Fig 220 MACconfiguration

2.2.2.2 Port aggregation/alarm

)T OEA 1T AT O OOxEOAE

OOAOEA A1 1 £ZECOOAOQEI 1

Al AOI o6 rserkd)y Bnd Aréss the enter key to enter the sumenu as shown in

-16-

Fig 2-21.

Port Configuration

Enabled Auto
Megotiate

Speed-Duplex FlowControGroup Warning

18-186Base Enabled Disahled
18-186Base Enabled Disahled
18-186Base Enabled Disahled
1A-18@Base Disahled Disahled
18-188Base Enahled Dizahled
18-/188Base Enahled Disahled
18-1868Base Enahled Disahled
18-1868Base Disahled Disahled

[N I B - S TR L

Action: Exit > {Edit> {Savel {Next PageX {Prev Pagel
Select Active Menu
Tab=Hext Item BackSpace=Prev Itenm Exit=Prev Menu Enter=Select Item

0

h



Fig2-21 Portaggregation/alarm
4EA DPACA EO OOAA O1 11T AEAZU AAAE bPI 0080 00
The user can switch to other data item with the space key. €tdescriptions of each
configuration are as shown in Table 3.

Table 2-3 Port aggregation/alarm configuration

Item Descriptions

Enable To enablke or disable the port

Auto-negotiation | To enable or disable the autmegotiation function of each port

To set the port rate as 10Mbps or 100Mbps, duplkex as half or fu

Port rate/duplex
duplex
Flow control To enable or disablke flow control function
To configure the aggregation group. There are total 4 groups thg
Group can be configured.
Alarm To enable ordisable the alarm function of the port

2.2.2.3 Port Mirroring

o

yi OEA T AT O OOxEOAE OOAOEA Ai 1T £ZECOOAOQEIT I
cursor key and press the enter key to enter the sulmenu as shown in Fig 22.

% Telnet 192.168.0.2 ] ﬂ
B

Port Monitoring Configuration

Monitoring enable :

Monitoring Port :1
Monitored Port

18-188
18-188
18-188
18-188
18-108
18-188
18-188
18-188

1.
2.
3.
4.
5.
6.
7.
8.

fAction: <Exit> <Edit> {Bave> {Mext PageX <Prev Page’
Edit the monitor configuration.
Tabh=Hext Item BackSpace=FPrev Item Space=Switch Ctrl+A=Action Item

Fig 2-22 Port Mirroring

-17-



Port mirroring is a method to monitor the network traffic. The traffic of each port
can be monitored by the notified port. The out/in traffic will be copied to
mirroring port. The descriptions of each configuration are as shown in Table-2:

Table 24 the configurations of port mirroring

ltem Descritpions

Mirroring To enable or disable the port mirroring

Mirroring port The port used to monitor the communication of all ports.

Ports to be monitored. Thilow of all monitored ports isopied to the

sniffer port. You can select up to 7 monitored pantthe switch. Fromthe
Actions
Action item, you can make choice to monitor the receiving fra

transmitting frame or both.

2.2.2.4 VLAN configuration

yi OEA T AT O OOxEOAE OOAOEA Al 1 ZFECOOAOEI 1T 6h «
with cursor key and press the enter key to enter the suimenu as shown in Fig

2-23. Thae are three subi AT OO ET A1 OAET ¢ O6,!. Ai1 £FECOOA

AT A OAEOYAAI AOA 6,! .68

I
- |

ULAN Conf iguration

LAN Conf igure

Create a ULAN Group
Edit-Delete a ULAN Group

Previous Menu

Configure the ULAN PUID and Ingress Rule.

Tabh=Mext I[tem BackSpace=Prev Item Exit=Prev Menu Enter=Select Item

Fig 2-23 VLANconfiguration

“ . Port VLAN Configuration
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The page is used to configurehie VLAN parameters of each port including

VLAN ID andingress rules. The descriptions of the items are shown in Table

2-5:

c¥ Telnet 192.168.0.2

Action:

Tah=Next Item

- o) x|
ULAN Support Configuraton
ULAN Mode :8B2.1Q

IngressFilterl
NonMember Pkt

IngressFilter2
Untagged Pkt

Forward
Forward
Forward
Forward
Forward
Forward
Forward
Forward

i. i
2. i
3. i
4. i
5. i
6. i
7. i
8. i

Exit > <Edit> <Save
Select Active Menu

BackSpace=Prev Item

<Mext Pagel <Prev Pagel

Exit=Prev Menu Enter=Select Item

Fig 2-24 Port VLAN configuration

Table 2-5 VLANItem Descriptions

Iltem

Descriptions

VLANtype

Press the space key to select ¢hways to create VLANS based on port, 802.1
with GVRP and 802.1Q without GVRP.

PVID

To specify the VLAN ID associated with untagged frames the port. Ex: if
the default PVID of port 3 is 100, all untagged frames on port 3 ar
associated with VLAN100. fie default PVID of all ports is 1. When the use
xAT O O1 A1 1 EZECOOA OEA AAOEAAO xE!
VLAN, this feature is used. Only one untagged VLAN is permitted for ea

port.

Ingress rule

1 (if frame is

This rule is @rresponding to the ingress rule 1 of web management: only

forward the frames with the appropriate VID tothe port. With the space key,

not a | the user chooses to forward or drop the frames that have no appropriat
member ) VID.
Ingress rule | This rule is corresponding to the ingress rule 1 of web management: dro

2 (if frame is

the untagged frames. With the space key, the user chooses to forward

-19



untagged) drop the untagged frames.

. Create VLAN

From this page, the user can create VLAN and add tagged/untagged
members toit. The specific descriptions of each item are shown in Table
2-6:

Table 26 Descriptionsof VLAN ltem

ltem Descriptions
VLAN Enter new VLAN name
Name
VLAN ID Enter VID(2-4094), the default value is 1.
VLAN Press the space key to select protot
Protocol

Press the space key to select VLAN members including 3 types:

Tagged: the port is tagged member.

Members )
Untagged: the port is untagged member.
None:the port is not the member of the VLAN.
Fig 2-25 AddVLANgroup
. Edit/delete VLAN

From this page, the user can edit or delete the VLAN.



